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Abstract

Abstract

For billing coffee, the faculty of Communication and Networked Systems (ComSys) is look-
ing for a way to monitor the usage of the faculties’ coffee maker. This thesis describes
the reverse-engineering of a De’Longhi Coffee Maker to allow for precise billing of coffee
consumption.

Currently, consumption is measured by manually keeping track of who’s ordered a coffee
on a sheet of paper next to the coffee maker. This method has inherent problems: as each
coffee is billed the same amount, it is not based on the actual amount of coffee but rather
the count of beverages. A small cup of very light coffee costs the same as a large cup of a
very strong brew - even though it consumes less actual beans. Also, this method is prone
to error: people may forget to make a mark when ordering and thus overall amounts may
be skewed. Finally, a list kept up-to-date manually can’t be analyzed over time and does
not allow for reporting of coffee consumption or even prediction of when to order new coffee
beans.

This thesis solves the problems associated with manually keeping track of consumption by
developing an automated method of monitoring the coffee maker. This is implemented in
the form of a device that monitors and controls the coffee maker. Further, a billing system
is developed to order beverages as well as keep track of the actual consumption per user.

Precise measurements are conducted to confirm the assumptions about the machine’s op-
eration and to calibrate the billing to the real consumption.

As a result of the thesis, an understanding of the machine’s internal communications bus
and the protocol used on that bus was developed. This understanding is published in the
form of a protocol definition as well as a verification algorithm to validate the received
data.
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CHAPTER 1

Introduction

In an environment, where multiple people work in close proximity to each other, often it
makes sense to share resources. Everyone can benefit from the shared resource, while it
only needs to be purchased and maintained once. This ensures low cost of operation and
can justify a larger initial investment to purchase a resource, more suited for this shared
use.

A concrete example for sharing resources and the benefits that result from this sharing is
a coffee maker that is used by multiple offices across the same organizational unit. Instead
of purchasing a single coffee maker for each office, an organization may decide to create
a shared space for operating the coffee maker and then provide a single machine that is
intended to be shared by every office around it. This centralization offers a set of benefits
for both the organization as well as all the users of the machine: Instead of everyone having
to clean and service their own machine, a single coffee maker will only need to be cleaned
every so often and the task can then be distributed across all users. Additionally, a single
machine allows to keep a single stock of coffee beans rather than one stock per office and the
machine can be placed very near to a water supply for easy refilling. Finally, by creating
a coffee-kitchen, even more appliances can be centralized (such as the dishwasher) so that
the effects add together.

Meanwhile, this also introduces new challenges compared to everyone having their own
machine. Firstly, sharing access to a resource always introduces a need for organizing the
time of access - as the coffee maker cannot brew several coffees at the same time, users need
to queue up in front of the machine to receive coffee one after another. This lengthens the
time each user has to wait to complete an order of coffee and can decrease the productivity
of all offices. Additionally, keeping a shared coffee maker clean requires a coordinated effort
by all the users of the machine - otherwise an unfair cleaning schedule would emerge leaving
some users with the task of cleaning while other users would simple benefit from the clean
machine. Similarly, in an environment where coffee is not supplied by the organization,
the users are responsible for ensuring an uninterrupted delivery of coffee beans so that the
machine has access to enough beans at all times. This is an easy problem for a single-
user-machine, where the user who’s solely using the machine would also be responsible for
re-stocking coffee beans as soon as they are used up. In essence, there is a direct relation
of coffee-consumption to coffee-delivery - the same person is responsible for both in this



scenario.

In a multi-user setup, this direct relation can not be employed realistically - every user
cannot provide their own stock of beans for each coffee they brew, as the machine uses
a large container for coffee beans. Instead, a scheme might be developed where the task
of restocking coffee is based on a round-robin schema where each user is responsible for
providing the same amount of beans one after another. While this would technically solve
the problem, it would still introduce an unfair distribution of the task - a user who ordered
a single coffee over a certain period of time would still need to restock the beans once empty,
the same as a user ordering multiple coffees every day.

Thus it becomes clear, that the task of restocking needs to be coupled to the actual con-
sumption of a user. This is easily implemented by tracking the number of coffees per user,
billing users for their usage and purchasing new beans from the money collected through
this billing. Most organizations use a simple list, requiring each user to make a mark for
each coffee they ordered. By this separation of consumption and delivery in a multi-user
setup, it it possible to have a constant supply of coffee beans that is paid for by all users
consuming coffee. There still is a relation between the consumption and the delivery of
beans - a higher number of ordered coffees will result in a higher payment and if no coffee
was consumed, no payment would be required - and thus the method seems fair for every-
one. If each and every person would order the same coffee (such as a short light coffee),
this method would, in fact, accurately describe the consumption and thus treat each user
fairly.

In fact, though, simply counting the number of coffees introduces an unfairness that orig-
inates in the fact that not every coffee is brewed the same way. A short light coffee must
be treated differently from a large strong coffee yet simple counting the number of coffees
consumed per user does not reflect this difference. While technically possible, tracking the
type of beverage (such as light, medium, strong coffee) along with the size (short, long) and
the count of beverages is not viable for a large set of users on a paper list. A simple list of
tick-marks cannot solve this differentiation and thus a more elaborate method of tracking
needs to be employed.

This thesis proposes to use technology to solve this problem - instead of manually tracking
consumption on a list of paper by the users, the coffee machine itself is controlled and mon-
itored by means of electronic devices and then usage is associated with the corresponding
users. Freeing users from the task of tracking their own orders, the experience to get a
coffee is improved and by tracking orders precisely in regards to the consumed coffee, this
solution allows for a fair billing of each user. Furthermore this automated tracking also
means that usage data can be processed electronically and be used for reviewing past and
predicting future consumption of coffee.

In order to implement the proposed solution, an existing coffee maker will be modified such
that it can be connected to and monitored and controlled by a PC. This requires the machine
to be interface-able from the outside, which the machine at hand for this thesis was not.
Thus, a method is devised to allow controlling and monitoring the machine, by connecting to
the electronic system that is implemented inside the machine. As no documentation could
be acquired from the manufacturer of the coffee maker, this thesis describes the process
of gaining the required knowledge to connect to the machine’s electronic control system.
This process is known as reverse-engineering and results in an understanding of how the



machine works internally along with an idea of how to take control of the processes inside
of the machine. Finally, this knowledge is put to use by developing a device that enables a
standard PC to interface with the machine and take control of it.

This device is then used to augment the machine’s capabilities through implementing a web-
based billing system that ultimately solves the problem of measuring coffee consumption
precisely and establishing a fair billing scheme. Due to this device, the users will also be
able to operate the machine remotely which will allow for organizing spikes of usage - such
as in the morning - and reduce the waiting time for each user. While each user still needs
to wait the same amount of time from order to coffee delivery, this keeps the productivity
intact as users don’t need to queue up in front of the machine and wait for other users
to finish their orders. Instead, they can submit their order from the comfort of their desk
electronically and then they are notified once their order is processed.

This thesis is structured so that the reader can follow the process of analyzing the coffee
maker, developing the device and validating its function. In the first chapter, the motivation
to conduct this research is explained and a set of specific goals is laid out along with an
analysis of related research. Then the technical background needed to follow this thesis
is established. The thesis’ contribution is describing the proposed solution in detail and
shows how its implementation can be achieved by describing the research subject in detail
along with the reverse-engineering that was conducted. This is followed by the description
of the implementation where the details of how several different systems work together to
provide the proposed solution are explained. Then, a set of experiments are developed and
conducted to ensure the correct function of the developed device. These experiments will
validate the process of reverse-engineering as the understanding acquired will need to be
proven correct in showing that the device works as intended. Finally, the results of this
research are evaluated and compared to the existing research, proving the significance of this
research.The thesis is finished by offering ideas of how to use the provided knowledge and
implemented solution in future research, introducing ideas that could not be implemented
in this thesis.

1.1 Motivation

Whenever someone at the faculty of ComSys wants a coffee, they need to walk over to
the coffee kitchen in order to operate the coffee maker. Due to the high number of users,
chances are that either the machine is in use, or water or beans need to be refilled before
a beverage can be ordered from the machine. This happens even more frequently, as the
machine does not inform users about the beans being empty until the coffee is actually
ordered and brewed. Then, the process stops and the user has to get beans and refill the
machine. If no more beans are in stock, coffee will be unavailable until it is restocked,
mostly not until the next day.

Even if all supplies are in stock and the machine is filled up completely, the order could be
delayed by minutes due to the machine’s warm-up time. After a period of inactivity, the
machine will enter a power save state which means the heating element will shut down and
will need to heat up for the next coffee.

Once a coffee is finally brewed, the process is still not finished just yet - the person needs to



remember to make a mark on a list that is located above the coffee maker and counts how
many coffees everyone’s had in a month. This method of keeping track of coffee consumption
has inherent problems: as each coffee is billed with the same amount, it is not based on the
actual amount of coffee but rather the count of beverages. A small cup of very light coffee
would consume less actual beans than a large cup of a very strong brew. This discriminates
everyone who likes a light blend, as they’d need to pay the same amount as someone who’s
ordered a strong brew that can actually contain up to twice as much actual coffee. While
the amount charged per coffee is small and only meant to cover the actual cost of the coffee
beans, this still unfairly distributes the cost across all users and would require a complicated
tally to allow for fair billing.

Especially in a research environment, work doesn’t just pause the moment a person leaves
their desk - instead, they think about their work while they are waiting for the coffee
machine to fulfill its purpose. And as described, the process of ordering a coffee with all
the possible obstacles is all but straight-forward, making a mark can sometimes also be
forgotten.

At the end of the month, the paper list has to be analyzed manually, that is each person’s
marks have to be counted and summed up. To collect the amounts, the person responsible
will assess the list and then needs to send out emails to everyone who’s consumed coffee in
the past month. Again, this comes with a set of possible errors:

o marks can be illegible and counted the wrong way
o sums can be associated with the wrong person (duplicate names)

o email-addresses need to be collected for everyone, as they are not listed on the tracking
list

To bring the process of ordering, consuming and billing coffee up-to-date in a time of
connected appliances and the mobile web, a solution is developed that resolves most, if not
all, of the described problems. This solution will streamline the ordering and automate
the billing, while at the same time allowing for digital reporting of coffee consumption.
Billing users precisely will make the process fair and collecting information about the orders
electronically will rule out errors in the process of making and counting marks. This will
ensure that ordering coffee for anyone at ComSys is pleasant and as easy as it should be,
while still allowing for a monthly billing to cover the costs of purchasing coffee beans.

1.2 Goal

The goal of this thesis is to resolve the problems associated with manually keeping track of
coffee consumption at the ComSys faculty. To achieve that, the existing coffee maker will
be augmented and connected to a PC, thus allowing remote access and control of the coffee
maker. Using a web-based billing system, users will be able to order coffee that is brewed
by the coffee maker and then they will be billed precisely for their consumed coffee.



1.2.1 Billing System

The billing system should provide functions for authenticating users and allow users to
control the machine by ordering their favorite beverage. Further, the system should take
care of storing the orders for the actual billing and for reporting on the usage. The order
process must be as easy as ordering a beverage through the user-interface of the coffee
machine. That is, no additional work must be required other than placing an order and
retrieving the beverage from the machine. If the machine is in any state that requires
manual interaction, such as when it is missing beans or water, it is further acceptable for
the user to be responsible for fixing it before receiving the ordered beverage.

This system must be accessible through both a desktop web browser and a mobile device for
ordering coffees on-the-go. Users should not need to register and instead be authenticated
against an existing user-database containing their ComSys-accounts.

Billing is done once a month and a designated billing user is sent a list of each user that
consumed coffee in the current month. This list can be used to request payments from
each user, so that coffee beans can be repurchased. During the month, each user can view
their current consumption as well as the current total sum of cost. Finally, an indication
should be given on how much coffee beans were consumed (in grams), so that beans can be
restocked proactively without checking the actual stock and making a manual estimate.

1.2.2  Connecting Device

A way of controlling and monitoring the coffee maker through a PC is to be developed,
so that it can interact with the web-based billing system. This solution must not interfere
with the safety-functions built into the coffee maker and it must be safe to use in a kitchen-
environment. Further, the coffee maker should not be changed visually, and every hardware
addition should be contained within its original casing.

The connecting device should serve as a gateway to interface with the machine from a
PC and execute and monitor the functions of the coffee maker. By providing this access,
it enables to build sophisticated systems and integrate the coffee maker as an input and
output device. To allow for easy implementation in other projects, the device’s functions
should be documented and easily extendible.

1.2.3 De'Longhi Protocol

To gain an understanding of the way the coffee maker works and how information is trans-
mitted internally, the De’Longhi Protocol should be analyzed and reverse-engineered. The
results of this should be used to implement a software that allows for monitoring and
modifying the information sent via this protocol. While the hardware interfaces are to
be provided by the connecting device, the protocol is needed to be understood to decode
the device’s internal communication and to order coffees using the billing system. For this
thesis, it is not necessary to decode the meaning of every bit the protocol is comprised of.
Instead, a general understanding needs to be gained so that the protocol can be generated
outside of the machine, allowing for remote control of its functions. All functions the ma-
chine supports, such as brewing different kinds of coffee, producing hot water and changing



basic settings such as the taste of the coffee should be available for remote-control. This
requires the protocol to be decoded to an extent where all these functions can be triggered
and every sensor of the machine can be read.

1.2.4 Scope

The scope of this thesis is to develop a prototype device, along with the software running
on this prototype and the web-interface needed for the billing system. Additionally, the
thesis will describe a way to analyze, reverse-engineer and modify the data bus inside of the
coffee machine. Finally, it will be shown how the gained understanding and the developed
software and hardware can be used in an university-setting where the coffee maker will be
augmented and integrated into the billing system. Designing the final hardware that needs
to fulfill a set of requirements making it viable for permanent installation inside the coffee
maker is not part of this thesis and will be carried out by a separate project.

1.3 Related Work

Ever since computers began being connected to one another, they were used not only to
transfer knowledge and content, but also to improve peoples’ lives. The following articles,
theses and papers show different approaches to bring the process of coffee brewing into the
digital world.

1.3.1 Connected Machines

One of the first instances is the first ever webcam being used for monitoring a coffee machine
as the Trojan Room Coffee Pot at the University of Cambridge in 1991 [1]. Convenience,
rather than billing, was the motivation behind putting a coffee pot’s live image on the local
network. But it still stands to show that the idea of a smarter way to brew and consume
coffee dates way back to the beginning of the world-wide-web. While providing a very
detailed account of the machine’s current state and operation, this implementation lacked
any way of controlling the machine. Users of the webcam could see if there was coffee in
the pot, yet if it was empty there was no way of re-filling without going to, and interacting
with, the actual machine. Finally, all users shared the same brew of coffee - there was no
per-user order and as such billing would need to be calculated on an average usage without
relying on any kind of measured consumption.

Researchers from Brazil took a similar approach to monitoring coffee in [2]. They employed
a temperature sensor instead of a webcam and used the resulting measurements to discern
whether or not freshly brewed coffee was available. Researching the healthcare aspects of
sharing a coffee with other people, their focus was on knowing when a coffee was brewed
to send a message through a social network. No information about either the user or the
actual coffee was collected, instead it only enabled users to meet at the coffee machine once
a new beverage was available.

The idea of connecting a fully automated coffee maker to a network is described in [3]. This
article describes a way of sending commands to the machine via SMS, yet no monitoring of



the brewing takes place. Due to much simpler modes of operation in the article’s machine,
control was achieved by transmitting a set of button states via a shift-register. While the
article states that remote-control is enabled through this implementation, this means that
there is no way of feedback from the machine to the controlling device. Should the machine
run out of water or beans, there is no way for the controlling device to know that and thus
no feedback can be sent to the user.

Still, the architecture of the machine described in the article is very similar to the faculties’
machine in that the system is comprised of different subsystems. One subsystem, the User-
Interface board is used for handling user-input - it provides a set of buttons as well as
a few LED-lights to show the machine’s current state. The Power-Board represents the
other subsystem - its main task is to control actors and sensors inside the machine and
report state to the user-interface. This thesis will show that the De’Longhi ESAM 6660’s
design resembles the design of the machine in this article. Also, this article will be extended
by monitoring the machine for feedback as well as keeping the user-interface in-tact rather
than replacing it.

1.3.2 Automated Billing

Several researchers already made efforts to automate the billing process of of-the-shelf coffee
makers. While industrial machines often come equipped with specialized vendor-specific
ports for this purpose, most billing systems tend to support classic payment methods such as
cash only. Interfacing with these ports to replicate billing systems then allows for controlling
the machine as well as track its usage.

Maurus Rohrer from the HTW Berlin conducted a research project [4] for controlling and
administering household appliances with NFC. This project focusses on implementing a
NCF-controller for a Jura coffee maker. An architecture for the prototype is described
which shows a modular system that is divided into a backend that communicates with the
machine and a frontend that is used to interact with the users. In evaluating the options
for communicating with the coffee maker, the researcher decided to leverage the vendor-
specific port of the machine. The port supports the Multidrop bus protocol (MDB) [5] which
provides functions necessary for billing and administration of the coffee maker. According
to the project, MDB does not support reporting status information from the coffee maker
to the billing system such as an empty water tank or missing beans. This was solved by an
external webcam, monitoring the machine’s display and parsing the acquired images using
image recognition. In summary, this project allows users to request personalized coffee
recipes using a standard NFC card, interfaces with the coffee maker through the MDB and
monitors the machine’s state via a webcam.

Some ideas of this project were incorporated into this thesis, such as the modular design
of the system. As no vendor port is present on the machine the current thesis is based
on, a different approach was chosen to communicate with the machine. This allows for
removing the need for optical recognition, as an electrical connection can be used to inquire
about the state of the machine. NFC connectivity is not part of this thesis, as users will be
requesting coffee via a web interface only. Instead, the monitoring aspect will be emphasized
by allowing users to monitor their own usage as well as be billed precisely based on the
usage.



Last year, research was conducted in Munich to centralize billing of all machines in the data
center of the Bavarian Academy of Sciences and Humanities [6]. A system to centrally collect
billing information was designed where users could order coffee using RFID-transponders
already included in their university’s transponders. Special attention was given to the
security aspect of the overall system, as controllers for the coffee makers were connected to
the billing server using an existing network infrastructure. Communication with the coffee
maker was abstracted into drivers so that different drivers could be implemented for different
makes of machines. Again, the thesis leverages the Jura’s proprietary communication bus
and builds upon a limited set of functions [7]. In this thesis, billing was calculated on a per-
product basis, so different beverages can be charged differently, making way for accurate
billing of consumption. Basic monitoring of the machine was implemented using a trial-and-
error approach: instead of inquiring the coffee maker for status, a coffee is ordered and then
the total count of coffees brewed by the machine is read using the vendor specific interface.
Should this indicate no increase in the total number of coffees, an error is assumed and the
user is not charged for the order.

The thesis at hand will adapt some design decisions from this work that can help in securing
the billing system. For instance, splitting up the request and delivery of a coffee into a set
of transactions will allow for an error condition to result in an unmodified balance for the
user. Other parts of the thesis’ design can’t be reused as it proposes a prepaid system rather
than a postpaid system. In a setting of connecting all of the Academy’s machines this is
more suitable as there is not inherent control of which users are using the machine. For
the setting of the ComSys machine this would be impractical as it would require users to
pay in advance and take care to monitor their credits before ordering a coffee. Instead, the
machine is only accessible to a limited amount of users that are known and trusted to pay
the consumed coffee at the end of each month. Additionally, any communication between
the billing system and the machine controller will happen through a local, trusted, serial
connection. As no network is involved, the security implications and considerations for this
link will be minimized in this thesis.

1.4 Background

This section explains the technical background needed to follow the thesis and references
relevant material to gain a deeper understanding of the techniques and systems. Addition-
ally, it shows how this thesis implements the described parts and explains how they are
incorporated into the work.

Microcontroller Unit (MCU)

A Microcontroller Unit describes a small computer-like system that consists of all compo-
nents necessary to run a program and interface with the outside world. Unlike a micropro-
cessor, no further support chips (such as RAM or Math coprocessors) are needed to operate
a MCU [8]. In this thesis, a MCU is used to run communication processes that have very
strict real-time requirements. A usual consumer PC is processing many different tasks at
the same time, such as processing input, updating the user interface and running actual
programs. All of these need to happen simultaneously and thus every one of the programs
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Figure 1.1: SPI bus in a two-device configuration. The arrows indicate the signals’ direction.

running on a PC only has a very limited time-slot to do its processing. Off-loading tasks to a
dedicated MCU allows meeting the strict timing requirements and frees the PC’s resources.

Serial Peripheral Interface (SPI)

The SPI bus is an electrical interface standard, connecting several MCUs that was developed
by Motorola to minimize the number of pins needed to establish a connection. This bus
provides a full-duplex communication between two devices at a certain time, which means
that information can be transmitted in both directions at the same time, effectively doubling
the speed at which information is exchanged. It is used to connect multiple devices (a single
master and multiple slaves) together in a way such that only a single additional signal-line
is needed per additional slave [9].

In a two-device configuration (as shown in Figure 1.1), SPI is comprised of four signals: A
Clock signal (CLK), a Master-Out-Slave-In signal (MIOSI), a Master-In-Slave-Out signal
(MISO) and an optional Slave Select signal (SS). The CLK signal is used to make sure
that data is written and read from the SPI bus by all devices at the same frequency. It is
provided by the master and directly influences the speed of communication - a faster clock
results in a faster communication. Data from the Master to the Slave is carried by the
MOSI signal. For each bit that is transferred, the Master toggles the CLK signal and sets
the MOSI signal to the value that should be transmitted. At the same time, the Slave sets
the MISO signal to the bit-value that is to be transferred to the Master. The SS signal is
used to signal a particular slave that it is active and should read the data on M OSI and, at
the same time, write to MISO. For a two-device configuration, this signal may be omitted
by asserting the SS input of the slave device at all times.

The SPI standard is based on bit-by-bit transmissions, thus no opinion is given on the order
or meaning of data in larger packets such as bytes - this is left to the implementation. The
same holds true for the format of data exchanged, as there is no single protocol defined and
each application of SPI can use a different way of transferring information. This means, that
while the electrical connections are described in the standard, without further knowledge
of the devices on the bus, no conclusion can be drawn regarding the exchanged data.

In this thesis, the SPI bus used by the coffee maker’s manufacturer is analyzed and interfaced
with, establishing a connection with the electronics that operate the machine.
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Direct Memory Access (DMA)

DMA describes a method of accessing memory for a MCU. Instead of processing (slow)
accesses on the CPU, the work is off-loaded to a dedicated memory controller (DMA-
Controller). This effectively allows connected hardware to access the memory directly,
without the CPU being involved at all. Systems lacking DMA would need the CPU to
perform these operations and would block it completely for the time it takes to communicate
with the connected hardware. Additionally, the CPU needs to either wait for the external
periphery to signal that data is available or it needs to periodically ask for the data - both
of which would consume CPU time and defer other tasks the CPU is running [10]. Using
DMA, this can be optimized so that the DMA-Controller can perform the time-consuming
communication and the CPU is only notified once a transfer is finished and data is available.
Meanwhile, the CPU can process other tasks and is not occupied at all with the transfer.

This thesis leverages DMA to communicate with the SPI-Peripherals, allowing the CPU
to take care of other tasks while the communication is ongoing. By off-loading this work,
the MCU can process several tasks while the DMA-Controller takes care of sending and
receiving data through SPI.

Lightweight Directory Access Protocol (LDAP)

LDAP is a protocol for accessing information stored in a directory server [11]. It allows to
consolidate information in a central directory and share this common source of data with
multiple clients. In this thesis, LDAP is used as a way to authenticate users without storing
their login credentials outside of a trusted central server. Instead of storing sensitive infor-
mation externally, the LDAP protocol is used to securely identify users with the ComSys
LDAP-directory server. Using LDAP, the server is queried for a user using the credentials
the user supplies. If the server finds a user for these credentials, the information returned
by the LDAP server is used to identify the user and store associated data. This allows the
user to change the login information at any time in a central system and every client can
verify the new credential at the time of the next login.



CHAPTER 2

Thesis Contribution

This chapter will lay out the proposed solution for achieving the thesis’ goals. It will
describe in detail the solution that was implemented and the requirements it needs to meet.
Further, a series of experiments will be conducted to validate the design and the results will
be evaluated.

In the section Concept, a plan is described to build a physical device along with software
that runs on the device and a PC. Also, a set of hypotheses are formulated that show the
extent to which the device fulfills the requirements.

The Implementation section shows the steps taken in order to implement the concept and
explains decisions made along the way. As a result of this, a working prototype is presented.

This chapter is finalized by collecting, analyzing and evaluating data in a series of Experi-
ments using the implemented design.

This thesis focuses on the machine that was available at the ComSys, the De’Longhi ESAM
6660 Coffee Maker. While this narrows the area of research to a small subset of coffee
makers, it will be shown that similar coffee makers of the same manufacturer can be reverse-
engineered in the same fashion and results can be adapted. Additionally, the concept can be
adapted for different machines altogether as long as a defined set of functions is provided for
the billing system. Thus, even machines that only remotely resemble the research subject
of this thesis may benefit from the results.

2.1 Concept

To accurately bill users for the coffee they’ve actually consumed, a system that keeps track
of the user’s orders is to be developed. As input, this system receives the orders from each
user, stores them for reporting and forwards them to the coffee maker for delivery. Each
user can then monitor the current month’s consumption and is reminded to pay for this
consumption on the end of the month. The orders are sent to the coffee maker for fulfillment
by the DBC, a hardware module that is developed as part of this thesis.
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Local Billing Server
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:3 < ’l @ User Interface Device Driver > HTTP API Serial Driver
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Figure 2.1: The modules the Billing System and the DBC are comprised of

2.1.1 The Billing System

For submitting orders, a web interface is created that provides an easy-to-use way to order
the desired coffee. This web interface should present a list of products that can be ordered
along with a price for each product. The interface should resemble a usual vending machine.
When ordering a coffee, the user should be shown the current state of the machine. As the
machine may need to heat up before brewing the coffee, this state may indicate for the user
to wait before leaving to get the coffee. Also, any events that happen while the user’s coffee
is brewed should be displayed, such as an empty tank of water or coffee beans. Further,
a queue will account for multiple orders arriving at the same time. If an order is not at
the top of the queue and thus not delivered immediately, this is shown to the user with an
indication of the waiting time required for the order. The waiting time can be indicated
by showing how many orders are in front of the current order, so that the user may know
when to leave for the coffee kitchen.

As soon as the order is executed and the brewing is finished, the web interface should return
to normal operation so that a new beverage can be ordered.

The billing system should be accessible through a web browser for every user on the ComSys-
network. Furthermore it should store a user’s orders in a local database and send out a
report of usage automatically every month to a dedicated billing user. The user information
stored by the billing system must be minimal, that is, no personal information about the
user should be stored. For authorizing and identifying users, the system is connected to the
ComSys’ LDAP server. This server stores the user’s passwords along with other sensitive
information. The billing system should only store an identifier, such as a user id or email
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De'Longhi ESAM 6600 Coffee Maker
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Figure 2.2: Internal separation of the De’Longhi ESAM 6660’s subsystems. In green, all subsystems
related to the user input are shown. All systems used for monitoring the machine’s state
are marked in yellow and all the systems that execute the brewing process are marked in
blue. The internal communication bus is shown in red, the original connection is marked
in a dotted line while the solid line shows the communication through the DBC.
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from the LDAP server. This ensures that data in the billing system can always be treated
as non-sensitve data and allows for relaxed security concerning the database.

The billing system should be created without making assumptions about the coffee maker’s
accessible functions. This means that instead of a static list of products, the billing system
should allow a dynamic set of products to be configured. This list can be extended, should
a different coffee machine be connected to the billing system.

To allow the billing system to be independent from the machine, an API is defined that
is used to communicate between the two systems. This API is implemented in the billing
system as well as the device client, which the billing system is directly connected to. This
client is then responsible for translating the billing system’s request into the device specific
commands for the coffee maker.

2.1.2 The Coffee Maker's Internals

Internally, the De’Longhi ESAM 6660 is separated into different subsystems (Figure 2.2),
each of which provides a unique function and is isolated from the rest of the system.

This separation serves several purposes: If problems arise with one part, it can be improved,
while other parts stay unchanged. Also, parts can be reused across different models and
new functions can be implemented on new components without the need to change existing
designs. Additionally, producing the same part in larger quantities also allows for cheaper
production resulting in a better return on investment for the manufacturer. This also
positively affects the end-user: separated parts are cheaper to repair, as only single parts
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Function 11-pin connector 8-pin connector
VCC (+5v) 3 1
GND 4 5
SPI MISO 7 6
SPI MOSI 8 7
SPI Clock 9 8

Table 2.1: Pinouts for the LCD-connector

can be replaced instead of the whole machine.
The coffee maker consists of these parts in order to fulfill its function:

o A User-Interface, allowing for input of orders and output of the current state (The
LCD-Board)

e A Water-tank, that acts as a source of fresh water

¢ A Bean-container, that stores raw beans

e A Grinder, that grinds the beans

e A Heater, that heats up the water to a set temperature

¢ A Pump, that moves the heated water through the ground beans

« A Waste-container to dispose of the ground beans after the coffee’s been extracted
e A Power-board, that provides power to all parts and controls the brewing process
e Several sensors that monitor water level, temperature and the state of case-doors

All of these parts are operated and monitored in a combined and precise manner, so that a
coffee can be brewed matching the expectations of both the user and the manufacturer. This
is controlled by the Power-Board’s main processor, it receives all sensor inputs and takes care
of opening and closing the water valves, operating the motors for grinding and the pump as
well as enabling and disabling the heating elements. Through different combinations of the
amounts of water, heat and coffee, all different coffee beverages that the machine supports
(programs) can be brewed. Additionally, most programs support dynamic amounts of coffee
(ranging from a light to strong brew) as well as water (adapting to differently-sized cups).

To connect the Power-Board and LCD-Board internally, they share a single SPI bus that is
used to transmit their corresponding state to the other board. This bus is carrying all infor-
mation necessary to both observe the machine’s operation and to control it. Consequently,
if this information is changed, the state and behavior of all components of the machine can
be affected accordingly.

Using SPI allows the manufacturer to minimize the number of electrical connections that
need to be made in order to transmit the inputs and outputs between the different boards.
Thus they can be placed farther apart, as is evident in the De’Longhi ESAM 6660: The
Power-Board is placed in the back of the machine while the LCD-Board is present at the
front and center of the device. Running a large number of connecting cables through the
machine would be impractical and thus an electrical bus was chosen instead, using only five
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Sync Byte
LCD/PB Data

\

Checksum

Figure 2.3: Packet Format of the De’Longhi Protocol

connections for both power and data transfer.

The SPI bus is present on the connecting cable between the two boards. Table 2.1 details
the pinouts for two different styles of connectors that were encountered during this research.
In both cases, GND inside of the machine is connected directly to the N-connector of the
machine’s power plug and there is no electrical isolation between them.

AWarning:

When working on the insides of the machine, care must be taken to make sure
the machine is plugged-in the right way around into the power-outlet, otherwise
GND is tied directly to 220v instead of GND!

2.1.3 The De'Longhi Protocol

The coffee maker uses a proprietary protocol to transmit information over the SPI bus
between the LCD-Board and Power-Board. This protocol encodes the state of each board
into a binary representation that can be sent over the SPI bus. In this communication, the
LCD-Board takes the role of the SPI-Master device, so it provides the clock and decides at
which rate and at what time information is transferred. As SPI is a synchronous bus, the
Power-Board transmits its state at the same time in the opposite direction.

The SPI bus carries information in the form of packets comprised of bytes - due to the
synchronous nature of the bus, both the LCD-Board’s and Power-Board’s packets have to be
the same length. Analysis of the communication’s timing revealed that each packet consists
of 9 bytes with the first and last dedicated to a sync byte and a checksum respectively. The
sync byte differs between the LCD-Packets and PB-Packets and allows to uniquely identify
each packet-type.

Each packet is ended with a checksum that allows to verify the received data. This is used
to ignore packets that contain transmission errors, such as flipped bits. As the length of the
communication cables is relatively short, the main source of transmission errors would be
improper shielding from external noise. The use of a checksum mitigates this, as errors can
be detected (but not corrected) and erroneous packets can be discarded by the receiver.

Figure 2.4 shows all currently known fields of both the Power-Board and LCD-Board data
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Figure 2.4: Packet Formats for PB- and LCD-Data

packets. For the LCD-Data, the meaning and function of each bit is decoded as the board
simply encodes the current state of all the buttons plus the current time in each packet.
There is no state held inside the LCD and thus the packet’s bits have the same meaning all
the time. For each button on the front panel, there is a dedicated bit in the LCD-packet
encoding its state. Further, at the end of the packet, a count of all pressed buttons is
added. An alternating byte allows the Power-Board to differentiate consecutive packages of
the LCD-Board. This allows the Power-Board to know when communication is stalled or the
LCD-Board fails, so when this alternation is broken and packets are the same consecutively,
the Power-Board enter a failsafe-mode and shuts down. The realtime-clock implemented
on the LCD-Board is supplying the machine with a precise time that is used to wake-up
the machine at set time and also to show the current time on the front display. To let the
Power-Board know about the current time, it is encoded into the LCD’s packets as a plain
hex-number for hours, minutes and seconds.

The Power-Board does have a state that is encoded into the packet, changing the functions
of certain bits according to this state. Other parts of the packet have a constant meaning,
as shown in Figure 2.4. The operation of the machine is only observed in a very limited way,
as only a few information is needed from the machine to know if a request for a beverage
was successful. Thus, the Power-Board’s packets were not fully decoded and only necessary
information was analyzed and is known at the moment.

The protocol defines a set of very strict timing requirements, shown in Table 2.2. As data
transfers are always initiated by the SPI master, the LCD-Board, it is responsible for making
sure that the clock is run a the correct frequency and that delays between bits and bytes
are respected. The SPI standard makes no assumptions about the way data is transferred
so usually "a continuous clock signal and an arbitrary transfer length” is used [12]. For the
De’Longhi SPI bus this does not hold true - instead of a continuous clock signal, the clock
is halted after each byte that is transferred ("Delay between two bytes”) and after a full
packet of 9 bytes ("Delay between two packets”).
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Description Measured Value
Clock frequency 125 kHz
Transfer of a single byte 60 ps
Delay between two bytes 2260 ps
Transfer of a single packet 23 ms
Delay between two packets 36 ms

Table 2.2: Timings for the SPI Bus

. Opto- ! © Opto-

CLK
LCD-Board ! Isolator ! mosl mosi  Isolator ! »| Power-Board
(Master) < MISO MISO (Slave)
T ‘ —| L4 l R ‘

LCD-SPI PB-SPI
(Slave) (Master)
DBC

UART

Figure 2.5: The DBC with all external connections

Hypothesis 1 (H1): Any device connecting to the LCD-Board and Power-Board must
adhere to these timings as using an uninterrupted clock signal would prevent any commu-
nication from being established.

2.1.4 The Connecting Device

In order to gain control over the data that is sent through the internal control bus, a device
is developed that is placed between the Power-Board and LCD-Board (Figure 2.5). This
device consists of a microprocessor that has at least two SPI ports. On one port, the device
receives data that the LCD-Board sends and transmits the data that it received from the
Power-Board. On another port, it sends data to the Power-Board and forwards the response
to the LCD-Board. Further, the device also provides a PC connection via a text-based serial
port that is used to control the device and through it the coffee maker. Both of the SPI
ports are optically isolated from the coffee maker so that any high voltage inside of the
machine is not exposed through the USB to an outside PC.

This Man-in-the-Middle (MitM) approach allows for the following operations on the bus:
1. Observing the communication and forwarding it to a PC for logging

2. Emulating parts of the communication, such as the Power-Board’s part, for devel-
opment and testing
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3. Controlling both directions of the communication, i.e. injecting state into both the
Power-Board and the LCD-Board

4. Reacting to changes in the communication, such as input events on the LCD-Board

The first function will provide a way of gathering data from the device’s internal bus. This
data can then be analyzed on the PC and changes in the data can be associated to changes
in state of the machine. As an example, input to the machine via the LCD-Board will
represent a change in state.

Hypothesis 2 (H2): User input changes the data sent on the Bus that is captured using
the observe-capabilities of the device.

For development and testing, the device will support emulating either part of the two-way
communication. That is, either the Power-Board or the LCD-Board can be connected while
the other part is unconnected or powered off. This way, one part of the communication can
be controlled by the user, rather than the machine, and reactions by the hardware can be
observed and associated to the changes.

Hypothesis 3 (H3): Changing the data changes the hardware’s state by reacting to i,
such as brewing a coffee.

Hypothesis 4 (H4): The state defines which operation is performed by the hardware.

The devices’ normal operation is to capture the LCD-Board’s data, alter it according to
the PC’s input, and then forward it to the Power-Board and the other way around. If no
input was received from the PC, the device should not alter any data and instead act as
a transparent forwarding device (Pass-through mode). This ensures that operation of the
coffee maker is not impacted as long as the device was not instructed otherwise.

Hypothesis 5 (H5): Operating the connecting device in pass-through mode does not im-
pact the coffee maker’s function.

While the PC instructs the device what data to alter, it is the devices’ responsibility to
notify the PC of changes in data in the machine. These changes have different origins: a
user input (such as pressing the power button) will change the LCD-Board’s data while a
changed sensor state (for example removing the water-tank) will alter the data from the
Power-Board. Forwarding every packet to the PC would result in high traffic with very
low information content, occupying the PC with detecting changes rather than reacting to
them. Thus, a method to register for changes will be implemented so that traffic on the
PC-interface is kept to a minimum. This lets the PC react in real-time, as every incoming
change represents an important event that can be parsed and reacted upon.

Hypothesis 6 (H6): The connecting device notifies the PC of any changes in state it
registered for.

2.1.5 The PC Interface

For interfacing with the MitM device from a PC, the device provides a Serial-over-USB port.
A custom protocol is implemented on this port for configuration and data manipulation.
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This interface is to be used to transfer the current state of the machine to the PC as well
as receive state changes from the PC. Special care must thus be taken to make sure the
amount of data transferred over this interface is minimal. As such, this interface needs to
allow registering for changes in the state of the machine and provide a way to manipulate
the traffic between the Power-Board and LCD-Board.

As the DBC is bound to strict timings on the SPI bus, packets must be manipulated on the
device itself rather than the PC. Therefore, this interface needs to support setting up a set of
manipulations independently from the process of receiving packages. These manipulations
can be setup by the PC whenever a change in state of either the Power-Board or LCD-Board
is requested.

Furthermore, this interface will represent a way for aiding in reverse-engineering other
devices of the same family. It should thus be usable by humans, as well as a computer
program. A text-based Command Line Interface (CLI) should be provided with a command
set that can be used to explore the function of the connected coffee maker even further.
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2.2 Implementation

This chapter details the implementation of the concept described before. The billing system
will be described and it will be shown how it was separated into different modules, each
providing an isolated function. This chapter will further depict how the gained knowledge
about the coffee maker’s function was utilized to develop a device that connects to the ma-
chine’s internal bus and explain the software powering this device. Finally it will document
a way of interfacing with this device from a PC and what functions can be accessed through
this interface.

2.2.1 The Billing System

The billing system was implemented as several isolated modules. This allows the imple-
mentation to be extendible in the future and easily maintained. As part of this thesis, the
following modules are developed (see also Figure 2.1)

¢ A web-based user interface

e An authorization module that implements the LDAP standard
o A data storage module that persists data on the billing server
¢ A device driver that can interface with a device client

These modules and their relation are explained in the following sections. All modules are
implemented in Javascript and run on the billing server using the server-side Javascript
implementation node.js as a runtime.

The Web Interface

Users interact with the billing system by ordering a coffee. To make this process seamless,
an interface is developed that resembles a vending machine. A user can choose from a list of
coffee products and is walked through the process of brewing. Any situation preventing the
machine from brewing is displayed in the web browser and the user can take the appropriate
action, such as refill water or coffee beans.

The web interface is implemented in Javascript using a framework for single-page applica-
tions, React.js. Using this framework, the web interface can react to any input immediately
without making the user wait to load another page, making it work like a native PC ap-
plication while staying in the browser and being compatible with almost any client device.
While designing and building the interface, it was made sure that it would work well on
mobile devices. This ensures that users can order coffee not only from their desk but also
from anywhere they have network access using their mobile.

Integrated into the web interface is a view of the user’s consumption. The consumption is
calculated from each order and displayed as a table showing the date of the month along
with the orders that happened on this day. This view allows every user to check on their
current consumption, as the paper list would before, but clearly lists the dates and the
details for each order.
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Authorization

For users to login to the web interface, they need to supply the username and password
associated with their ComSys-account. The login credentials are not stored in the billing
system but rather sent to the ComSys-LDAP server which verifies them. Then the billing
system is notified about whether or not the credentials are valid. Should they be invalid,
access to the billing system is denied and the user has to login again. Otherwise, the user
is shown the order page and can start ordering coffee.

No registration is necessary and a user is created in the database as soon as the first
successful login takes place. This makes sure that every order placed is associated to a user
known to the ComSys faculty. As billing is based on a post-paid system, that is a user can
order as much coffee as desired and only pay for it at the end of the month, a certain trust
is required to allow access. This trust is verified by the LDAP-Server - if a user does have
an account on this server, the billing system trusts that the user will pay for the consumed
coffee.

The authorization module is based on the open-source LDAP implementation ldapjs (http:
//1ldapjs.org). It takes care of the low-level details of the protocol and exposes a Javascript
client to interact with LDAP servers. Thus, the module could be reduced to a thin wrapper
around the library that validates an incoming login-request from a user and returns the
unique identifier from the LDAP server.

Data Storage

Data is stored locally on the billing server in a file-based SQLite database. This data is
comprised of product data for each of the coffee maker’s beverages and all users that ever
logged in with their respective orders. For each user, only a unique identifier supplied
by the LDAP server is stored (such as the user’s email address). This allows the billing
system to associate orders to a specific user while keeping the database clean of any sensitive
information such as the user’s password.

Using a simple file-based database such as SQLite allows to save resources on the billing
server. Still, the data store is built such that it can be replaced by a more sophisticated
variant should the amount of data require it. Until then, it allows for efficient storage and
retrieval of all billing data and enables a pleasant user-experience.

Device Driver

The billing system includes a driver for the physical coffee maker. This abstraction of the
hardware allows different coffee makers to be interfaced by the billing system, regardless of
their protocol or the way they connect to the billing server. For this thesis, a single driver
is implemented that connects via HI'TP to a device client running on the same machine as
the billing system.

The driver takes care of initializing the device client and translates state from the device
client (such as changes in sensors) to the billing system. Further it queries the device client
for a list of products the connected coffee maker supports and exposes this information to
the billing system.


http://ldapjs.org
http://ldapjs.org
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As no assumptions are made about the coffee maker itself, the driver can interface with a
set of device clients as long as they implement a common API.

2.2.2 The Device Client

For this thesis, a device client was implemented that connects to the coffee machine through
the DBC and communicates with the device using a serial port. This client takes care of
managing the DBC’s state and reports changes in state back to the billing system. These
changes include both external user input at the coffee maker and changes of state internally
in the coffee maker, such as low levels of water or beans. As soon as a change in state is
reported to the billing system, it evaluates whether the current state would allow for orders
or if it would prevent them. If so, the user is notified and an error is displayed on the
machine through the device client and the DBC. As long as the state prohibits new orders,
every user trying to place an order is notified accordingly in the process of ordering. When
the state changes and coffee can be ordered again, the billing system will restore its normal
operation and clear the display at the coffee maker.

The device client is also implemented in Javascript and runs on the billing server, using the
native serial-port bindings available in node.js.

2.2.3  The De'Longhi Bus Connector (DBC)

The DBC provides the hardware-interface between the billing server’s serial port and the
De’Longhi ESAM 6600 coffee maker. As it needs to keep the communication on the SPI
bus inside of the machine alive by arbitrating between the Power-Board and LCD-Board,
it was decided to off-load this task into a dedicated MCU.

The Hardware

For the connecting device, the STM32F407VG MCU from STMicroelectronics was chosen.
This MCU incorporates a set of features [13] rendering it ideal for the intended application:

1. A 168 MHz CPU

2. Up to three high-speed SPI Ports (two of which are used) that support either master
or slave mode

3. Up to four serial ports (one of which is used)

4. Low-power operation with no requirement for cooling the MCU

5. Embedded 1 Mbyte Flash to store the firmware

6. Internal oscillator and support circuitry, so it can be run with just power

The MCU is running a version of the STM32Cube framework provided by STMicroelectronics
and the firmware is developed in C. The framework provides a set of low-level drivers
that allow using the available hardware in a straightforward way. Further, it includes a
configuration tool that assists in setting up hardware timers as well as disabling hardware
components that are unused. Using this abstraction layer allowed focussing on using the



23

Figure 2.6: The prototype used for this thesis, using the STM32F407 evaluation board along with
an breakout module for easy access of all SPI-busses, connected to the machine as well
as a logic analyzer. The final board will be comprised mostly of the CPU and electrical
isolation.

MCU’s hardware as intended while reducing the initial amount of work required for setting
up all peripherals such as the DMA controller.

The Firmware

For its main task, interfacing the two SPI busses for the Power-Board and LCD-Board, the
MCU’s firmware employs a single state machine (detailed in Figure 2.7). This state machine
keeps track of the current state of communication by making sure each part is executed in
order. Should any part of the communication fail, it is retried. If the error persists, the
state machine enters an error state that is indicated to both the LCD-Board and the PC
interface. The former is sent a state that shows as "General Error” on the display while the
latter is sent an unsolicited error message so the billing system is informed about the error
state. The billing system can then notify an administrator and prevent further orders by
queueing, instead of executing them.

Before entering the main task, the connecting device needs to synchronize with both the
LCD-Board and the Power-Board. First, the communication with the Power-Board is
established. As the connecting device represents the SPI master in this communication,
it will control and provide the SPI clock signal. Thus, the device controls when to send
out data and in turn when the Power-Board will respond. Should no communication be
































































































